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SCENARIO - MEGACORP HACKED
-

MegaCorp, a leader in online retail has been hacked
based on information leaked on the public internet.

Attackers appeared to have gained initial access via a successful
PHISHING ATTACK.

To make matters worse UNAUTHORISED ACCESS has been
detected in MegaCorp headquarters and a RANSOMWARE hit
the company the same day.

You are the lead Cyber Security Investigator recruited to provide
answers on who is behind the hack and try to stop him/her
before its too late.

We gathered as much evidence as possible.
Analyze them quickly.

You have 30" minutes left before all our data are wiped out.

GOOD LUCKI
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Saturday, September 10, X022

MEGACORP HACKED

MEGACORP has been
hacked based - on
information leaked on
the public internet.
The attack has not yet
been confirmed by the
company itself but
sources close to the
company claim that
the information
leaked i1s legitimate.

The leak consists of
usernames and
encrypted passwords
of employees.
Furthermaore sensitive
files have been leaked

along with personal

information of
contractors and
supplierﬂ.
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SUSPICIOUS MAIL

Wed 4/9/202212:28

CJ

Help! Cannot open offer

Dear Joe,

| got the offer by SHADY Inc that you forwarded
me from your email account. The offer seems to
be encrypted (see screenshot). Do you have any
clue what to do? | opened the file and enabled
content but nothing happened.

Please help!!!
Jack

Headquarters
Aloha Street 438/2
170 Neverlands

www.megacorp.test

VA



SUSPICIOUS MAIL

Wed 4/9/2022 12:41

CJ

RE: Help! Cannot open offer

Dear Jack,

| don’t understand what you are talking about.
| didn't forward any email to you and especially not an offer. Furthermore, | think

that something is fishy with the email attachment.

Please forward me the original email so | can
investigate further.
Joe

Headquarters
Aloha Street 438/2
170 Neverlands

www.megacorp.test

VA



SUSPICIOUS MAIL

Wed 4/9/2022 16:42

MM

Potential Phishing attack

Dear all,
| just discovered an email coming from our internal network but

with spoofed sender with an attachment that when opened would
ask for GMAIL credentials to view a Xerox Scan.

The email was send to the common ICT email account, so the whole
group received it around 11.00 a.m.

| hope you didn’t put your credentials in the form.

Maria

Headquarters
Aloha Street 438/2
170 Neverlands

www.megacorp.test

VA



SUSPICIOUS MAIL

4/9/2022 17:55

LS

CARD PIN RESET

Dear User,

Your access cards pin had been reset.

Thanks,

The Lock System

Headquarters
Aloha Street 438/2
170 Neverlands

www.megacorp.test

VA



ACCESS LOGS - MEGACORP
nm--m

FA23RN1 Mill Anna 04/09/2022 8:30
IT23RL2 Clueless Joe 831 04/09/2022 8:38
AL3XZA4 | Clickall Jack 831 04/09/2022 9:00
IT2TNO6 Darc Marc 3831 04/09/2022 9:05
IT2TNO6 Darc Marc 04/09/2022 | 12:20
IT23RL2 Clueless Joe 04/09/2022 | 13:48
ITTTNIO Marly Maria 831 04/09/2022 | 14:00
FA23RN1 Mill Anna 04/09/2022 | 16:45
ITTTNIO Marly Maria 04/09/2022 | 17:03
ITTTNI9 Marly Maria 04/09/2022 | 17:08
IT21TNO6 Darc Marc 04/09/2022 | 17:58
ITTTNI9 Marly Maria 831 04/09/2022 | 17:59
FA23RM1 | Mill Anna 04/09/2022 | 18:01
FA23RN1 Mill Anna 831 04/09/2022 | 18:04
AL3XZA4 | Clickall Jack 831 04/09/2022 | 18:20
IT23RL2 Clueless Joe 831 04/09/2022 | 18:30




MEGACORP FLOOR PLAN &
ACCESS BADGES

TP b LOK® = = " 2 . DOUBLE WAY DOOR
b s 5 ~— e SECURE DOOR WITH PIN

EMERGENCY EXIT

7
\Q:\.,u)
P
s CLUELESS Joe CLICKALL Jack
ICT LEGAL
ID: IT23RL2 ID: AL3XZA4

&

MILL Anna DARC Marc
CFO ICT -
ID: FA23RN1 Contractor

ID: IT21NO6
MARLY Maria
ICT
ID: ITT1NI9
—6 & G >
st ; | i

731 B 734 735



i /"

THE RANSOMWARE NOTE
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File to unlock:

UVOAQGY DEIA.db

Decrypt the FILENAME using the correct key



HOW DOES VIGENERE WORK

- EXAMPLE
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ANSWER SHEET SO

What is the name of the first known victim of the PHISING ATTACK?[
Surname Name as seen in the Badge with space™]
used to performed

unauthorized access?

ﬁ) o D
awcwemonkey O O O C OO

What is the filename of the decrypted file?

Which Badge ID was
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